DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

In response to the contractor's requested dated , retention of

TOP SECRET
(The requirements of the Dol Industrial Security Manual apply b.LEVEL OF SAFEGUARDING REQUIRED
to all security aspects of this effort) NONE
2. THIS SPECIFICATION IS FOR: (X and compiete as applicable] 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER Date (Yymmos)
a. URIGINI]\L {Complete date in all cases/
b. SUBCONTRACT NUMBER b. REVISED (Supersedes Revision No. Date (yYMmoD)
all previous specs)
X ¢ SOLICITATION OR OTHER NUMBER DUE Date /yymmop) FINAL (Complet ltem 5 n all . Date /yymmoD)
Cc. ompiete item 3 in alf £ases,
F46200-01-R-2289 ~ §
4.1S THIS A FOLLOW-ON CONTRACT? l ves | X | No. If Yes, complete the following:
Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract
5.1S THIS A FINAL DD FORM 2547 [ fves [ X ] N0, it Yes, complete the following:

the identified classified material is authorized for the period of

8. CONTRACTOR /include Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE t. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code/
SEE BLOCK 13

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Continuous Technical / Engineering and related services to support Air Force Mission Planning Systems. Provide system
administration and Mission Planning support at MAJCOM- specified Air Force installations (AFMSS program)

i FOR OFFICIAL USE ONLY INFORMATION

STU - IIlIs will be allowed

k. OTHER (Specify)

L. OTHER (Specify/

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO ] 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
4 TIRVE ACCESS T0 CLASSIFIED INFORWATION ORLY AT AN ACTORS FACILT Y
a__ COMMUNICATIONS SECURITY (COMSEC) INFORMATION ACTIVITY
5 RESTRIGTED DATA X b RECEIVE CLASSIFIED DOCUMENTS ONLY X
c.__CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | = RECEVE AND GENERATE CLASSIFIED MATERIAL | X
4 FORMERLY RESTRICTED DATA X 4. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e INTELLIGENCE INFORMATION iipinfiiniife  PERFORM SERVICES ONLY X
— , ™ T BAVERCCESS O CIRSSFED WRCRWATON OUTSIDE T U5 PUERTORICT, U5 POSSESSIORS WD |57
{1} Sensitive Compartmented information (SCI) TRUST TERRITORIES
4 & BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECRNICAL TNFORWATION CENTER (OTICT O UTHER 4
{2) Non-SCI SECONDARY DISTRIBUTION CENTER
i, SPECIAL ACCESS INFORMATION X . REQUIRE A COMSEC ACCOUNT X
o NATOINFORMATION X i, HAVE TEMPEST REQUIREMENTS X
b FOREIGN GOVERNMENT INFORMATION X i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
L LMITED DISSEMINATION INFORMATION > |k BE AUTHORIZED T0 USE THE DEFENSE COURIER SERVICE X
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Previous editions are obsolete.




12. PUBLIC RELEASE. Any information {classified or unclassified) pertaining to this contract shall not be released for public dissemiination except as provided by the Industrial Security Manual or unless it has besn appraved for public release by
appropriate Government authority. Proposed public releases shall be submitted for approval prior to release

l:l Direct Through (Specify:
Proposed public related information will be approved by OO-ALC/PA, 7891 Georgia Street, Hill AFB, UT 84056-5824 30 days
prior to proposed release.

10 the Di for Freedom of Inf ion and Security Review, Office of the Assistant Secretary of Defense {Public Affairs) for review.
In the case of nan-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance need for this classified effort is identified below. If any difficulty is encountered in applying this guidance ot if any other contributing factor indicates a need for changas in this guidance,

the is ized and ged to provide changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation
of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or fFill in as appropriate for the classified effort. Attach, or forward
under separate any d idelis herein, Add additional pages as needed ta provide complete guidance.)

- All services , for the MPSSF, with exception of business trips, will be performed at 6137 Wardleigh Road (Bldg 1515) Hill Air
Force Base,Utah 84056.
- All other services will be performed at bases located in attachment #4
- All classified will be performed in DoD controlled facilities.
- Contractor shall comply with (U) AFMSS Security Classification Guide dated 8 November 2000.
- Additional remarks 5 attachments
1. General remarks , 2. FOUO, 3. SCI & Non -SCI, 4. AFMSS Security Classification Guide, 5. Location of bases supported.

17. Coordination:

OO0O-ALC/LH OO0O-ALC/QL OO-ALC/TICS
75SFS/SFA 00-ALC/LGMS SAF/AQ
13.a.  Name, Signature, and Office Symbol 13.b. Duty Phone 13.c. Biennial Review Date.
Gary Nielson OO-ALC/LHM (801) 777-1775
14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. /i Yes, identify l >< Yes I No

the pertinent contractual clauses in the contract document itself, or provide an appropriste statement which identifies the additional requirements. Provide
a copy of the requirements to the cognizant security office. Use ltem 13 if additional space is néeded)

Special Security requirements will be provided at DoD facilities for work performed in conjunction with this contract.

15. INSPECTIONS. Elsments of this contract are outside the i i ponsibility of the cognizant security office. /f Ves, identify specific m Yes I__J No
areas or elements carved out and the activity responsible for inspections. Use ltem 13 if additional space is needed.) )

This is a partial carry out contract which requires special security controls. Base Security Police are relieved of security

responsibilities in carried out areas (Bldg 1515 Room 155) Hill, Air Force Base Ut. DSS is relived of inspection responsibility

for work performed at bases with Special Access Program Facilities (SAPF). The base and contractor locations with a (SAPF)

are carve-out with SAF/AQ assuming the responsibilities for inspections.

16. CERTIFICATION AND SIGMATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated
under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE finciude Ares Code)
Stephen M. Harris Contracting Officer (801) 586-3470
d. ADDRESS (inciude Zip Code/ 17. REQUIRED DISTRIBUTION
0O0-ALC/LHKC X | & contRacron
HILL AFB, UT 84056 b. SUBCONTRACTOR
X | ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
¢. SIGNATURE d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
X | ¢. ADMINISTRATION CONTRACTING OFFICER
X | 1. 0THERS AS NECESSARY
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